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Abstract: In recent years, with the widespread adoption of intelligent mobile devices and their powerful sensing capa-
bilities, mobile crowdsensing (MCS) has emerged as a promising method for large-scale sensing of urban dynamics. A key
challenge in MCS is discovering the truth from the noisy sensory data submitted by numerous workers. However, the pro-
cess of truth discovery inevitably raises privacy concerns. To address these challenges, researchers frequently integrate local
differential privacy (LDP) techniques by adding random noise to workers’ data for privacy protection. Nonetheless, the ran-
domness and unbounded nature of Laplace noise may inject excessive noise, resulting in outliers. Additionally, existing re-
search often fails to adequately model the Laplace noise injected to satisfy LDP protection, resulting in low truth accuracy.
Moreover, the current truth discovery methods are typically only applicable to discrete data, or cannot strictly satisfy the

LDP constraints. To address the above issues, this paper proposes LEADER, an outlier-oriented truth discovery algorithm
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under LDP. First, the algorithm adds Laplace noise to workers’ data to ensure privacy protection. Second, it addresses outli-
ers by adopting the Huber loss function to measure distances, mitigating their impact on truth estimation. Finally, through a
data-driven metric approach, the algorithm optimizes the weight allocation for worker and task importance and groups work-
ers based on the similarity of their submitted values. These enhancements enable LEADER to improve the accuracy of esti-
mated truths while maintaining privacy protection. Theoretical analysis demonstrates that LEADER strictly satisfies LDP
constraints, effectively handles continuous data, and achieves high-accuracy truth discovery. Furthermore, compared to non-
private truth discovery methods, the LEADER algorithm maintains comparable communication and computational over-
head. Experimental results on two real-world datasets and a synthetic dataset indicate that the LEADER algorithm signifi-
cantly outperforms existing methods, achieving at least an 18% improvement in the accuracy of the noisy truth.

Key words: mobile crowdsensing; truth discovery; privacy protection; local differential privacy
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y,=—In (11) W
(x"“—)?“)z ‘;”Z“%Wéyn +o||x0 =% —la)
O M N 2 n n n n 2
PIPIPIHAT ! N e e
S o[- - 3o BT/ LS TR R R TS B
e S, LI T M2 R 7 1 03 S o
B SRA(ORT L M= I TN O,z iy i 15 0 1 A AR 2 12 3 7 AR
EEt! A f LA (5) B9 b R
ic s —(x-%1) 0 (12) S BB AR B L PR A CRH, S SCl it
SO o san(x-) 4y LA — MR 2, 2 1A/ 20 R T

Hodr sgn (- )2 455 pREL, WERPIFE R T 0GR E 1,
ANTF O MR (115 4n SR 55 F 0 MR [91 0. R4 2 X" > %0
B SR AT AS

R v a—— (13)

[RIBE % s <220, T

M
’
S w(xi+o)
s*o _ s=1
xS= (14)
zcwws
s=1
N Z
25 LTk A
M
’s
Deow(xh-o)
s=1
o if x"">x°
zcsowa
s=1
g (15)
M
zcmwx(x’,j+o)
s=1 s o
<
m if x""<x
zcsowa
s=1

MR ER AL BRI, X w,,y, [BEER, e, [T T &
AP A 2R

EE4 [EEw,y,, Tl AR ER T AH
*E‘ﬂ?ﬁt Ceot

N
_ l,o*zargrngin};ynd(x'j,)ﬁf,"),lSO*SO (16)

c

0,0%0"

B T xS, w,,p, R ER, () A —4
AR R AR ARG X (5) By 20 S5 1, 4= R
K (16) 45 ¢, WRAB T, (75 TN s 8% 43 T 2 it 5 11 J%
HVECE 55 4T 55 EULAE A AT 55 35 B ARSI 5 15 22 Fe /N
20 AR TN E 3 5 R A A i M e A i

FAMMES B, BARREan=C(17) s
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S BRAE 55 BORAE . AHEEZ R 58 B BE it 23 4 R
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o if £°<X;
P
o=1

P AT 55 0 51 B BV o AT 55 1 EAE” 4301 #h
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1. FOR s=1,2,---,M DO

2. FOR n=1,2,--,N DO

3. T A Laplace B GBI EE x° Jinig:

4. TNKEIMUEJS I (E x " L ARSI 4%

5. END FOR

6. END FOR

IS5 AT

7. 0t tEw .y, FX,

8. WHILE &4 Qi #hml & il /2 25 S B o,

9. WHILE &t Sk 2 /2 1% 1R B 1,

10, HRAEE(10) 55 w,

1. HHER)E#y,

12, RIS FEH £
)
)

13, W16 Hic,,
14, MR8 iz,
15 MR £,
16. RETURN wp,,C.z, F1 %"
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(

£ LEADER 5.3k, 1 e A TG FL 80 21 1
TR 5AEVEAT Laplace il A8 46 fin M I %) S8 50
B x"s FAERNIR S5 28 GEBE 1~6). SRJ5 , IR S 2ePhAT 45—
My Bt A & kAR oL R, e e An A, SRS R P
A C10) HH T AMACE w , B (1) EH L5 E
Bk y, SRIEARPE R (15) A= (16) T H 2R o 45 n AT 55
B ELAE 70 R T AW A BC A 2H 38 84 ¢, B 26 I 3BT
UEC M SR o, 2 Tk, IR S5 #8 T 4R 58 — B B ik
AR AR (18) A A AL, AR X (19) st — A
BT 55 19 B, 30 W 2 AR R B S 7, X
R TR AT 55 A0 2 A AR o 2
FE S5 BLAH LB 7~16). 43 T3 e A 43 4
A AT 55 BT I PO FLAE” 22 BE /- YE R /N T e
FUTAT AT 55 15 PR B 22 B 0 PR /N T e,
R F T A A s A R . AR, o), BT
B (20) Q1D FIR:

N
DA A
7,= H:IT (20)
N
z )e:,k_)e:,k+l
7,= n=1 v (21)

o e %0, o B R 5 o AP AR n MG ISR i IR
G i+ 1 RAF B AR, £, IR, AR5 n A

FE55 B B YORVER k1 RIS SR (R

5 BiEaW
FEATT o i 4 LEADER A BEORA R3OH A 24 15
Gy AT AT AT, BTSRRI T SR e
5.1 [RFRASH
ek T T AR AL, LEADER H 76 % T
NS K FH Laplace HLHIZEAT I, X5 73— T A
s, T X AE 55 n 0S8 x5 U Laplace B2, 2 BN
M JERIE X3, At (22) B
x’j,':xf,—irLap(

%) (22)

Hot, Lap (2) R (H 0 0. R BE S 50N 2= %fa@ﬁﬂ.zt;ﬁ
oy A, AfFE B R 42/ R AEUE
TS5 LEADER LW 2 e-LDP.

R TAAEAR MR SZ B 00 46 HH x;, 283 La-
place ISR i 14 " B4R 5 8% 32 R RS
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DR I, 500 B 32 5305 0l I e-LDP, 1 51 1t 2 i B
Laplace HLiili# /& e-LDP , X} T4 2 7] —4F: 55 1 A~ AS [F]
BRI e R s T A2 DA R

(23)

P(xﬂxi,) <e (24)
P(x’,f\xj)
HRAE Laplace 7347 L5 25 B2 pR R, AR A (22)
1 X' =X,
P (i) %exp(_ 1 )
P(xly) X -x,
2/Ie)cp(— 7 ) (25)

WIE=MAER,|a-b| <|a-c|+]|c—b|, RKH

P vl I s ol R P e (26)
PRI AR PG (24) A SCA] DLk — 2515 3]
P 1S]4.8 s _ 8
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min 45,
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I, LEADER %53 i FH /) Laplace M 75 MLl i
PR TR TN AR B E 1 2 22 7 R AR 4P 1Y
H T A& B IR E xS 3 2 e-LDP.

A, LEADER S AN E A B8 1 o4 & TR
B A0 SRR RN S A T I M b 3 I LG T Laplace M
T AL 31 A 4 G B A R e-LDP. B
5 I 6 A TR AN R A A 24 SR A T R A7 R A ot
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fli LEADER B3 %0 .

we, Hy #3219 REBNESE
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0
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Dz, (%°+0)
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PR EAE, HD
M
>owx,
Ny=%,= "=\, (31)
>,
s=1
PE L, A 6.
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M
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SEAINCIEE S
MAE LEADER — MAE Laplace
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B LABE A AT HE £ FIAEBRM R BB % By
7 CRH SR A5 A JTAE x) =22 0] (4152 22 B 25 28 P9 UL %5 M,
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FAE I T 2 H NS T AT 55 BAE, 41 N 5 22000
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AT LI B REAS x;, 8 B AS [ B UL L, 3 2 0L 0
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YD OE N

2% LTk , LEADER 835 SR 15 i JFU(E 1% 22 /N TR
7% & Laplace RG240 A JCAT: 45 B5 B MR R2 ISR A9 10 L
%25, Bl Var(x,° )< Var(x)"), ﬁfﬁ'ﬁﬂ%ﬁ% n =" | < |;72—
ol UEEE.
5.3 EZESH

LEADER BIERY B 2B A n T

(L)W B) 52 2% 8 . P oy « R4S TN B AT
55 BB ER I A% R S5 7%, T AT M x NIK
BeAE G ZR R O(MN). 55 #4372 55 — B B, IR
55 PR Z R, R EC R T E S T A
B AT S5 EEEMALENS . X TERE . EH T A
PR w, R A O(MN) BT 45 By, iR A%
FERO(NO) , TEH AR ¢, AL NAT 55 B 2 19 2
22 O(MO+NO). A3 SR —Br By Sk AR ey
1, DG 5 — B B ) B ) 52 2% B R O(1,(MN+NO+
MO)). FE55 B IR 55 2R 4R 2 (18) Al (19) B M4
RO 2, Ml e W AE 55 B X, , 2 24 8 0 (NO ) Fl
O(NO). A3 L5 — I BLR AR ECh 1, R s —
B Bt & 4 O (1,NO). M, Bk E LEADER
(a2 24 B R O (1,( MN+NO +MO) +1,NO).

(2)iBfF R AT . ZIRANTE TN AL IS5 2 g
VBRI 75 28 A5, A M A T AHBA T A m Ak
5545 A% NAS RIS (IR0, IR S E 24 0 O(MN).

Zi LRk, S pydE AR 4 HAE & AL
CRHAH L, 858 24 —2. A, BT LEADER 81k
FIAT BERAMEF0 T A ML, Hemt e B . A
SCE SCCRH ) 3 AR B B a9 26 AR B0k 1, WHAR L T
CRH, LEADER 7E i [i] & Z% J& 13 7 o(1,(NO+
MO) + (1,~1,)(MN) +1,NO). H3x $E4 5N 15 TF44
BT v A B RA DR R R AR

6 LR

6.1 HiE&E

AR 2 FF AT A R BCHE £E (Intel Berkeley .
Weather ) Fll—~ G B4 .

(1)Intel Berkeley Z(54E (http://www.kaggle.com/data-
sets/divyansh22/intel-berkeley-research-lab-sensor-data ) .
fATFR Int, 1285082 S 1 Intel Berkeley 325658 F-20044F2 A
28 HZ 4 H 5 HERE 1) 544> Mica2 L8R X ] — % 4 25
[AI7E 36 KN EERR 30 s RAEFTAS . A SCRE UL G 2 —
RNATRI T R B A IR VR A A 3w 1, 3t
1317 ZRB A AT P R B . R R B 3 i 32 A A
R[] A RA R T, B 215 ) SR R 4

(2)Weather £ #E 42 (http: //paperswithcode.com/data-
set/weather-ltsf). fiFR Wea, 250G 4E N o o 3007 - 35 B oo
AW M ER AL A5 BT 2020 4750 SR AY 4 10 min— UK
RAEHE B 21 L4808 . ASCERT H 31 KA
P 142 Z55008 A0SR B R EE AR 3 AME S5 AE AR
SR YRR

(3) & B4 . AR Syn, &G 4R i 1 2001 T
NXF 25 AT 55 B B804 20 L, J8 RV BCHR 918 FE R 0~30,
Horh BN 15, AR — e, b 95% g g 4R
HHAE 14~16 T N, /N 1Y 5% Edis o A 7R ST /Y 0~
309.
6.2 TFMIERINKIE IR
A K H MAE Change I KL-Divergence VE R PEAL
Febm , LA T PG T B2 S8k 0 R BE S U S B . BRI
& L AN SO A A9 MAE Change $6 bR o 6 245 5
P MR < B O, R ik an =R (37) i

1|x,’§'—xk| - ;|x;—xk|
K|
Horp | K |FR B 5540, x RoR B AAR B S N La-
place B J5 K AF B EE kM55 B S B, x; FonAE R
AR T SRAGE b AE 55 10 BUE , x, RS 58 k55
B ESAH . MAE Change /R 7E BRI RIS , T34
Xif % 22 (Mean Absolute Error, MAE) 19722 fk & . BRI
7 ,MAE Change FELE/ )N, B8 BHIZ BRFADRIF (1) EAH & 30
SRV AT 55 S8R (R 52 Bk /) | AT 3R I B3 i A AR 4
B RA R[] B 2 P B T 5 1) ELSE A
R, AR SR H KLU (KL-Divergence ) A A 1 f2t
AR AT G T A ARG O, Forbw w23 51
B AL BT 5 A A E , KL-Divergence EAATT 5B J7 ik a0
= (38) i :
. p(w)
KL(w”w ) zp(w)lg ()
A, AR SO o A R S A B i i S AR s R
SRS T B9 F, 9338 (F,-Socre ) , BE 42 THT HB T
fili FEAE AL P S8 6 09 B R R LM LG THAUEE T MAE
Change 1E A 1% 22 48 5 , F,-Socre 25 & T K #E 2R (Preci-
sion ) F1 43 [113% (Recall ) , REfE T 4 1] Mo 1FAl 5475 76 40 B
BIHE ST R PERE , A R — R 22 FR bRl R 1 w2 .
H1, Precision , Recall il F,-Socre ¥ T 5 07 k4
(39)~x(41) From

(37)

MAE Change = "=

(38)

.. TP
Precision = PP (39)
TP
Recall = ﬁ (40)
F-Score=2- Precision - Recall (41)

Precision + Recall
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o TP 2R IE i U0 5 3 s A i, PP s iR H
BB S 00 IE B RO 5 PN R R B TR 1) H A0 B B
TEAR TR L, Fo-Socre BT R4 TAT 2 M 500 %) B
FE S BN BE J7 , IF I F-Socre B AT, 0 26 5 35 8
B

ASCH) FIT A SE B3 AE — 3 L4 Intel i7-14700HX 4k
FEZE NVIDIA4070 & .16 GB N AF .20 #% 28 LAY 2E
JOAHUI FPEAT 8 Python 3.11 4% 5 fr g B0 T f
SIS B AT R IA R e=0.5. h T Bl R e Uk s,
BEE T BRUGEE 1R A 1, =7,=0.000 1, fIE S5 1)
T SR T AN 2 A AT S B . A N TR B A RS, S
U PRI VEAT T AR N A REE L X TR RO 4 T, A
SR R T BE RN R 7, =1,=0.001, LI
PR R SAOR
6.3 XLbE*

FEVRA S BT 304 B 58 TAE R 2 v, AR SOk BB
AT M DL A AR SO B T Laplace fiig i)
TG 0Bt B S 0™ A 8 T s 1) A, DA R 3 T RR
PG I 2 19 B A e 2 M s 58 T R B B 22 1 )
L. PRI AR SRR R R IR B R A B S R 1R
117 LEADER 575 . o8 T K UF LEADER 835 1943 &4 1
RS B 5, A SO 5 DU S o Bk 647 17 X L
SCEy ATV LEADER Bk rHRe 390 .

(1)SampTD. X i J5 7= Az i B B 5, A S0
TR SRR AR T AACH A% 1Y Laplace
g BV T ) — 2 SR 5 JE AR RAAR AT
FLH 2 BT 75 CRH SRAT 45 W0« BAE” 107 1 7™ 4% Tl
JE LDP.

(2) PrunTD. XN J5 77 A6 ) B B A, AR STt
T o — R s T e R A TNAEA HE
& Laplace JIIE 5 14 JB 0 ESCHE AR 41 AN [] Y B RA 003 14 1
B B R AT BY A, SRS R AR R AR OR3P T A &
7L CRHSRAFAE 5509 FLAE” 1% 7™ 4% /& LDP.

(3)TESLA™Y, My sk ifeit 7 — Pl ps i g Ab FEAHL
il R AN ) 286 0 B e A W s R AT A B AR S T
CRH B L AT FAE L B . %05 A ™ 4% 3 /2 LDP.

o, R X H 5 2490 i LDP, {H & SampTD Jr
T 8 JC I A 2500 X R R G A o A P 1 )
PrunTD J7 21 BEZEAC R AL TR IE 0 T 1T BEAS 0565
TESLA 7E [ %] Laplace fill M7 34 (1) 25 B S0 B, FE0 S 3o
JEML AT BT BUE BRI s e A R
6.4 XtLELLE

(1) BEAL T & 4 5 M)

3ETEARIMEAATUE T , LEADER FIXF HL 3Rk
F£ MAE Change Fll F\-Socre # 4~ P-4/t 48 b 1 A9 R Xt

. B 3(a) & 3(e) M 3(h) & 3(d) 53 556 10 FR 2 Int
B AR N Wea B85 55 AS W] BeRA 991 580 9 X LRGSR
SampTD 1 PrunTD 5832 43 i1l 38 i) Bl ML R A 509% £ #1
BYRE M5, W CRH B & 3 3 H AT 55 1 LA,
TESLA 7712 W] 28 i 7 ] £ 12 75 Ak 2 A i 2 Mg 75 X 245
P A

LB S5 R |, B BRORA TR (W 34 , ir A ik
H) MAE Change #B52 30 T Bf#a# . Ah , A SOWE R, 1
S PrunTD 7 48 F SampTD 773, JR A & SampTD i i
BEMLRAE TN B AL B 5t , S 8ok AR %
2, I H i1 F Laplace 23 WO BEHLEFITC A, 7248 Tk
B REAS, ELETE R R 25 R N . 17T PrunTD BY A%
RS A A BRI T 50 v 1A A it i R (N A A — S Y
AR ), DT A 28088 /3 1 85l o dat, B I 1 i M ke B
TR TR EE N, P MAE Change 80/ . WK, TESLA
T AR T RGP O TR R R % A R TR 2R AL
Mg 75 32 1 ) 9 A AL AR, sl 2D T R gk i X LA T
BT AR J R Ty R B R, S
TESLA %475 4H L %% , LEADER 835 5K 15 1Y EL(E MG 1 &
RE T 18%. X 2N LEADER % 455 i Huber #1125
PRI i o MR SRR R S A T B = R R 2%, A
G T IR AR 22 I X RIR ZE AT T4
PEAR IR, AT AT 2 ] T 25 B O BB R A B Y T
Pi. BAh, LEADER i i Wt 7 85 24T 55 5 i A A I X6
TNHAT ol w1 AR B i T NEE X BAE T
S (7] B e Ao o J R S AR AR AL ) TN A, N T
Laplace W 75 [ Bl AL 1 (4 52 ) , DA T 2 735 ECAE A 11 19
KR

FEXT B Hp R A SR 98 AT R B T — 287
POREETE EAH ARG B, SR T axX 22 07 VA YR BE 25 R 5
T Laplace 4317 () Bt AL 11 G 1 5 00 K o s
R R R LDP AR 38 R TR B R R B Y
AR RS AR A, HE TR T EAEDRS

WE 3(e) FE 3(d) i , Fi-Socre Bl B FA T 5. &
B BT T BB = 9 B R TR B TR S AR S5
AERa Y . 2o, PrunTD AHER T SampTD I F-Socre i
15, 7% W38 0 SR W LUCOR R SR MG T A . A ST
LEADER J5 V& 7E BT A S5 50 25 R B e 1, TESLA 1K
Z . BXJEH N LEADER 781153 B A i 58 0 A 24 b 410 i)
Laplace M 7 5 | A () B s s 22 . 38 2o 00 Fh 5 s 3180 7 2%
s, ol DRI 75 Qi A% 7 A 1) g B I 01 5 B T, DT 9
> HOG FAETH A B BT BZ R . A A ) LEADER
B8 T4 K VR A B B A A A e R AR R
etk . Bk, 5 F -Socre ¥ 15 , % B LEADER 7 V- fiif
B AL O3 5 LAk IR B O T B i — 20 IR
T HAR e A
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(2)%F T AALEE w, (14 520

FE FL{H & 3L IR) 8 A BT OGS AL IR R
L R R B TR A T, 2 R e T 45
B WSS FEf 1, AL ECE A TR R . RIS UEAN ]
B4 I LEADER 83 BT SR 45 B9 45 /il Laplace M 7 J5

38
gg [ SampTD | ]
3‘2  PrunTD i
3'0 L TESLA |
p © LEADER| |
o 3
2 24g
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b
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" i
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04 —
0.2
0 ; s 1 €
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(a) Int: MAE Change
1.15 T
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1.004 had Pn_.mTD
095~ = [EABER
. i -
an U
§ 080 e
2 o s
- i 4
2 065
S 060
0.55
0.50
0.45
0.40
0.35
0.30
0.1 0.3 0.5 0.7 0.9 1.0
&
(b) Wea: MAE Change
1.0 T T T T
0.9 /W/e/ e
o W,
0.7
o 0.6
§ —
@ 0.5 SampTD
- = PrunTD
=04 TESLA
03 © LEADER| |
0.2
0.1
0 . . . .
0.1 0.3 0.5 . 0.7 0.9 1.0
(¢) Int: F\-Socre
1.0 T T T T
09 /
08 P
0.7
© 0.6
S
2] 05 SampTD | |
- < PrunTD
& 04 TESLA
03 © LEADER] |
0.2
0.1
0 . . . .
0.1 0.3 0.5 0.7 0.9 1.0
&

(d) Wea: F;-Socre

K3 BaFABIE & YR

YRR 43 A 5 LS A A3 A Z [ Y 25 S, AR SCHEAT T
AHOCSZHG , a5 R 4 frs . K 4(a) FIE 4(b) 7R T 1E
Int 4R Wea B 4E I, AN BVEAE KL EUE bR I
B XT B O . 1 4(e) RN 4(d) T 7R T A8 A0 R $ E 4E
o, BEMLEE R 8 A T AL A (-5 LSRR (Y Lt
B AR RN Laplace M2 75 5 A9 4 314 (Esti-
mated Weight, EW) 5 9E [ FA F #9 B 52 A {H (True
Weight, TW). A8 bR 8 T. A4 5 (ID) , YAk bn e om
AEXT R TN AL AR .

MK 4(a) FNE 40) iR, ZEAF R T,
SampTD Fl PrunTD B TR BB RE S AR A R
FPECTAAME AR ZBR, MM L Z T, TESLA 5k
T A A X AN [ M 7 S AR 1) Ab 3L R A A8 AR A
Bl sz . 52 A, AR SCHE B LEADER 58555 7F i
ARABERE T IR AREMTHE S B2 [
MY KL-Divergence 73 A &R 45/ , 1% & Bl LEADER 3L 78
B AR P ACEE 43 A BB 323 LS A . R EE T
e 0T TN B I A Bl A2 B AN (4 W S R [ s
Huber 5t 2 J £ B8 0% A7 R4 il 25 7 o507 >k 19 1 1 52
M. 4 () FIE4(d) 1) 3250 45 Bk — 20 B ik 13X —
S, HAE R A B8 4E L AT 45 2880 F , LEADER 89 1
FIUHLAN T HA T LB

(3) FIHSH o 52

WE 5 (a) FELS(0) Fron AR SCHE o 78 2 4> FL S AR
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